CHAPTER XVI

SENSI TI VE COVPARTMENTED | NFORMATI ON FACI LI TI ES (SCIF)
SECTION 1

16- 100 SCIF ESTABLI SHVENT

SENSI TI VE COVPARTMENTED | NFORMATI ON (SC | ) REQUIRES SPECI AL CONTRCLS FOR
RESTRI CTED HANDLI NG W THI N COVPARTMENTED | NTELLI GENCE SYSTEMS . SUCH MATERI AL
SHALL BE HANDLED AND CONTROLLED I'N ACCORDANCE WTH DCD TS-5 105.2 |-M 2,

DOD C-5105. 21-M1, DOD TS-5105. 22-M 3, DIAM 50-1, and DIAM 50-3 ( REFERENCES
(666), (m, (111), (w, and (QQQ).THESE PUBLICATIONS ARE DESIGNED TO

RESTRI CT DI SCUSSI ON OF THESE SENSI TI VE MATERI ALS TO SPECI ALLY DESI GNATED AREAS
THAT HAVE BEEN CONSTRUCTED UNDER RI G D PHYSI CAL SECURI TY STANDARDS . HEADS OF
OSD COVPONENTS WHO DETERM NE THAT THERE | S A REQUI REMENT TO ESTABLI SH A SCI F
SHALL COCRDI NATE W TH PsD DURI NG THE PLANNI NG STAGES. THE FOLLON NG PROCEDURES

SHALL BE TFOLLOWED :

a. A"xREQUEST TO ESTABLISH A SCIF SHALL BE SI GNED BY THE OSD COVMPONENT HEAD.
THE FOLLOWING | NFORVATI ON SHALL BE | NCLUDED IN THE REQUEST:

1. FULL JUSTI FI CATION FOR THE SCI F .

2. CLASSI FI CATI ON LEVEL AND VOLUME OF MATERIAL TO BE STORED IN THE
SCIF.

3. A DETAILED SKETCH OR FLOOR PLAN OF AREA | NCLUDI NG LOCATION, SIZE,
CONFIGURATION OF WALLS, AND | NTERNAL PHYSI CAL ARRANGEMENTS OF THE OFFI CES.

4, THE NAME , ROOM AND TELEPHONE NUMBER OF THE PRQIECT OFFI CER ASSI GNED
TO ESTABLI SH THE SCIF.

b. THE PSD SHALL PROVI DE THE CONSTRUCTI ON AND REQUI SI TI ON REQUI REMENTS
TO THE PROJECT OFFI CER

c. THE PRQJECT OFFI CER SHALL COORDI NATE THE REQUI REMENTS AND NOTI N BY
TELEPHONE (697-6247 ) THE PSD UPON COVPLETI ON.

d. THE PSD SHALL COVPLETE AND SUBM T THE ACCREDI TATI ON CHECKLI ST .

16-101 SC F_ADM NI STRATI ON

UPON FAVORABLE ACCREDI TATION BY THE DIA , THE PSD SHALL PROVIDE THE OSD
COVPONENT W TH COPIES OF THE FACI LI TY ACCREDI TATI ON AND ACCREDI TATI ON CHECKLI ST.
THE FOLLONNG M NI MUMM REQUI REMENTS FOR THE SCIF ADM NI STRATI ON SHALL BE ADHERED
TO BY THE OCCUPANTS:
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a. ACCESS TO THE SCIF SHALL BE LIMTED TO PERSONNEL WHO HAVE BEEN GRANTED
PROPER CLEARANCE AND SCI ACCESS. PART-TIME AND SUMMER- H RE PERSONNEL W THOUT
CLEARANCES AND SCI ACCESS SHALL NOT BE ALLOWED TO WORK IN THE SCIF . ACCESs
CONTROL PROCEDURES SHALL BE ESTABLI SHED BY THE FACI LI TY PERSONNEL UTI LI ZI NG
THE I NSTALLED MECHANI CAL AND ELECTRI CAL EQUI PMENT .

b. EACH MULTI- LI NE TELEPHONE | NSTRUVENT | S EQUI PPED W TH THE “HOLD’

FEATURE .  TH S BUTTON SHALL BE DEPRESSED WHENEVER THE HANDSET IS NOT IN THE
CRADLE AND NOT IN USE.

c. SCI DOCUMENTS TO BE DESTROYED SHALL BE LI STED ON SD FORM 188 OR DI A
FORM 554 . BURN BAGS FOR SC | DOCUMENTS SHALL BE STORED IN APPROVED SECURITY
CONTAINERS . THE FILLED BURN BAGS SHALL BE DELIVERED TO DESI GNATED COLLECTI ON
PO NTS AT SPECI FIED TIMES. FOR INFORMATION ON THE COLLECTI ON PO NTS OR
SPECI FI ED TI MES , TELEPHONE THE PENTAGON DESTRUCTI ON FACI LI TY AT 695-1828.

d.  ALL FACILITY PERSONNEL SHALL READ THE BOOKLET TI TLED *“PENTAGON OCCUPANT
EMERGENCY PLAN . “ . ' T

| N CASE OF EMERGENCY EVACUATION, SC | MATERIAL SHALL BE SECURED BEFORE
EVACUATION OF THE SCI F .

f.  ALL UNCLEARED PERSONNEL SHALL BE ESCORTED CONTI NUOUSLY BY AUTHCRI ZED
PERSONNEL .

1. ESCORT CLEANI NG AND MAI NTENANCE .
2. SANITI ZE WORK SPACES BEFORE UNCLEARED PERSONNEL HAVE ACCESS .
g. aANY | NTRODUCTI ON I NTO THE SCI F OF GOVERNMENT OMED FURN TURE,
ELECTRONIC AND ELECTRI CAL EQUI PMENT, AND ARTI FACTS SHALL BE REPORTED BY TELE-
PHONE TO THE PSD; 697-6247.

h. PRIVATELY OMED RADICS , TELEVISION SETS, CAMERAS, RECORDI NG EQUI PMENT,
AND OTHER SI M LAR EQUI PMENT SHALL NOT BE PERM TTED W TH N SCIFS .

1. BEFORE ANY ADDI TI ONAL CONSTRUCTI ON OR MODI FI CATION IN THE SCIF , THE
WORK ORDER OR REQUEST SHALL BE COORDINATED WTH THE PSD.

3. CREATE A FOLDER THAT SHALL BE STORED IN A SECURI TY CONTAI NER AND
CONTAIN THE FOLLOWN NG

1. ACCREDI TATION LETTER FOR THE SCIF (AND GAMMA SUBREG STRY AUTHORI ZA-
TION LETTER, |F APPLI CABLE).

2. APPROVED ACCREDI TATI ON CHECKLI ST .
3. PENTAGON OCCUPANT EMERGENCY PLAN .
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SECTI ON 2
TECHNI CAL  SURVEI LLANCE COUNTERMEASURES

16-200 POLI CY

DOD TS-5105.21-M 2, DOD C-5105.21-M1, DOD TS-5105.21-M 3, DOD DI RECTI VE
5220. 22, and DOD 5220.22-R, REFERENCES (666), (HHH), (111), (1), AND (J) ASSI GN
RESPONSI BI LI TI ES AND PROVI DE PROCEDURES FOR CONDUCTI NG TECHNI CAL SURVEI LLANCE
COUNTERVEASURES (TscM) SERVI CES.

a. TO ENSURE THE VALID TY OF TSCM SERVI CES, THE SCIF SHALL BE ADM NI STERED
ACCORDI NG TO PARAGRAPH 16-101 ABOVE.  FAI LURE TO ESCORT UNCLEARED CLEANI NG AND
MAI NTENANCE PERSONNEL OR | NTRODUCTI ON | NTO THE FACI LI TY OF NEW FURN TURE,
ELECTRONI C AND ELECTRI CAL EQUI PMENT , AND ARTI FACTS THAT HAVE NOT BEEN CHECKED
BY TSCM PERSONNEL MAY | NVALI DATE THE RESULTS OF A TSCM SERVI CE.

b. THE PSD SHALL ~SCHEDULE AND tonpucT TSCM SERVI CES OF sciFs AND CON-
TRACTOR FACI LITIES | N ACCORDANCE W TH DCD DI RECTI VE 5240.5 ( REFERENCE (BBBB) ) .
TO QUALIFY FOR A TSCM SERVI CE THE PHYSI CAL SECURI TY OF THE FACILITY MJST MEET

THE SECURI TY STANDARDS PRESCRI BED IN DI A MANUAL 50-3 ( REFERENCE QQQ) .
16-201 APPLICABILITY

TH'S GUI DANCE APPLIES TO OSD SCIF AND TO OSD FI ELD ACTIVITIES THAT ARE
SUPPORTED BY THE PSD W THI N THE PENTAGON AND THE GENERAL SERVI CES ADMINISTRATION-
CONTROLLED BUILDINGS IN THE NATI oNAL CAPITAL REGION (NCR). OSD ContraCtOr SCIF
LOCATED IN THE NCR ARE | NCLUDED.

16-202 PROCEDURES

a. THE PSD SHALL:

1. PROVIDE A PRESERVI CE | NFORMATI ON LETTER TO FACI LI TY PERSONNEL OF
THE CSD SCIF OR A CONTRACTOR SCIF . SEE FI GURE 13, BELOW

2. REPORT ANY SECURITY WEAKNESS THAT PRECLUDES THE | NSPECTED FACI LI TY
FROM MEETI NG THE STANDARDS ESTABLI SHED FOR THE FACILITY TO THE OSD COVPONENT.

3. REPORT THE ACCOWPLI SHVENT OF A TSCM SERVICE OF A SCIF TO THE DI A
b. THE SCIF PERSONNEL SHALL:

1. INITTIATE WORK ORDERS OR REQUI SI TIONS, | F NECESSARY, AND ENSURE
THAT ALL SECURI TY WEAKNESSES ARE CORRECTED .

2. REPORT TO THE PSD THE COWPLETION OF ALL WORK ORDERS OR REQUI SI -
TIONS .
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16-203 DOD CLASSI FI ED PRESENTATI ONS AT CONGRESS| ONAL ACTIVITI ES

a. 1dHE DEPARTMENT OF THE ARWY SHALL PROVI DE TSCM SUPPORT FOR DOD
APPEARANCES BEFORE MEMBERS OF CONGRESS AND CONGRESSI ONAL STAFF VWHEN CLASSI FI ED
PRESENTATI ONS ARE MADE .  REQUESTS FOR THI S SUPPORT SHALL BE MADE DI RECTLY TO
THE DEPARTMENT OF THE ARMY | NTELLI GENCE AND SECURI TY COWAND LEG SLATI VE SUP-
PORT OFFICE . REQUESTS SHALL BE MADE AS FAR I N ADVANCE AS POSSIBLE TO ALLOW
EFFECTI VE SCHEDULI NG OF TSCM ASSETS. THE REQUESTS MUST BE CLASSI FI ED SECRET.

b. |F A TECHNI CAL HAZARD OR PENETRATION |'S DI SCOVERED DURI NG SUCH A
PRESENTATI ON , THE TscM SPECI AL AGENT SHALL | NFORM THOSE CONCERNED aNxD RECOMVEND
THAT THE PRESENTATI ON BE SUSPENDED UNTIL THE HAZARD OR PENETRATION | S | DENTI FI ED
AND ELI M NATED .

c. 1difE DIRECTOR , PSD , SHALL BE NOTI FI ED OF ANY TECHNI CAL HAZARDS OR
PENETRATIONS DETECTED DURI NG A DOD APPEARANCE BEFORE CONGRESS OR CONGRESSI ONAL
STAFF . THE RESULTS OF RQUTI NE TSCM SERVI CES ALSO SHALL BE REPORTED.

- - -
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PRESERVI CE | NFORVATI ON LETTER

PLEASE READ | N SI LENCE AND MAKE NO SPOKEN COMMENT.  THI S AREA SHALL BE
SUBJECT TO A TECHNI CAL SURVEI LLANCE COUNTERMEASURES SERVI CE . THE PURPCSE OF
TH S SERVI CE SHALL BE TO DETECT THE PRESENCE OF ANY TECHNI CAL SURVEI LLANCE
DEVI CES , HAZARDS, AND PHYSI CAL SECURI TY WEAKNESSES. THERE ARE MANY TYPES OF
REMOTELY CONTROLLED DEVI CES THAT OPERATE ONLY DURI NG NORVAL WORKI NG HOURS .
THEREFORE , A PORTI ON OF THESE TECHNI CAL SERVI CES MUST BE CONDUCTED DURI NG
OFFI CE HOURS WHI LE OFFI CE PERSONNEL CONTI NUE TO CONDUCT NORMAL DAILY BUSI NESS.
| T IS EXTREMELY | MPORTANT THAT NOTH NG UNUSUAL OCCURS AND SOVE PRECAUTI ONARY
MEASURES BE EMPLOYED TO ENSURE THE EFFECTI VENESS OF THESE SECURI TY SERVI CES.
THESE MEASURES ARE AS FOLLOW:

a. DO NOT MAKE ANY COMMENTS ON THE TECHNI CAL SERVI CE, THE PRESENCE OF THE
TECHNI CI ANS , OR THE EQUI PMENT.

b. DO NOT DI SCUSS THE SERVI CE W TH ANYONE BEFORE, DURI NG, OR AFTER THE SERVI CE.
THESE DI SCUSSI ONS INCLUDE ANY TELEPHONE , | NTERCOVMMUNI CATION , AND SECURE TELEPHONE
SYSTEMS . - -

c . DO NOT ASK ANY QUESTIONS OF THE TECHNI Cl ANS ABOUT THEI R EQUI PMENT OR THEIR
METHODS OF CONDUCTI NG THE SERVI CE.

d. DO NOT PERMT CLEARED VI SITORS INTO THE SCIF UNTIL VISITS HAVE BEEN APPROVED
BY THE TECHNI CI ANS AND UNTIL THE VI SI TORS HAVE READ AND UNDERSTAND TH S LETTER
UNCLEARED CLEANI NG AND NMAI NTENANCE PERSONNEL SHALL NOT BE ALLOWED IN THE SCIF
DURING THE SERVICE , UNLESS AUTHCORI ZED BY THE TECHN CI ANS.

| F YOU HAVE ANY QUESTI ONS OR COWMENTS ABQUT THE SERVICE, G VE THE TECHNI Cl AN

A VWRI TTEN NOTE QUTLI NI NG YOUR COWENTS. | F APPLI CABLE, THE TECHNI Cl AN SHALL
DI SCUSS THE MATTER W TH YOU QUTSI DE THE AREA LATER .

FI GURE 13
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